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1 . Basis of the report 

a. 



With regard to the language, the international search was carried out on the basis of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 



□ 



b. 



the international search was carried out on the basts of a translation of the international application furnished to this 
Authority (Rule 23.1(b)). 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 

was carried out on the basis of the sequence listing ; 

I I contained in the international application in whtten form. 

filed together with the international application in computer readable form. 

furnished subsequently to this Authority in written form. 

furnished subsequently to this Authority in computer readble form. 

the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 



□ 
□ 
□ 
□ 



2. 
3. 



I I the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
furnished 

I I Certain claims were found unsearchable (See Box I). 
I I Unity of invention Is lacking (see Box II). 



4. With regewd to the title, 

[X] the text is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as follows: 



5. With regard to the abstract, 

[X| the text is approved as submitted by the applicant. 

□ the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box III. The applicant may, 
within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. The figure of the drawings to be published with the abstract is Rgure No. 6 

[X] as suggested by the applicant. None of the figures. 

I I because the applicant failed to suggest a figure. 

I I because this figure better characterizes the invention. 



Form PCT/lSA/210 (first sheet) (July 1998) 



INTERNATIONAL SEARCH REPORT 



International Application No 

PCT/IB 99/00461 



A. CLASSIFICATION OF SUBJECT MATTER , 

IPC 6 H04N7/00 H04N5/44 H04N7/173 G06F13/00 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 6 H04N G06F 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category ° Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



EP 0 306 702 A (HONEYWELL BULL) 
15 March 1989 

see column 1, line 30 - line 35; figure 1 
see column 7, line 46 - column 8, line 24 
see column 9, line 25 - line 30 

EP 0 435 370 A (PHILIPS NV) 3 July 1991 
see column 1, line 10 - line 29 
see column 6, line 33 - line 39 

WO 97 44943 A (TELECOM FINLAND OY) 
27 November 1997 

see page 5, line 29 - page 6, line 14 

EP 0 059 293 A (IBM) 8 September 1982 
see abstract 

-/-- 



1-5, 

7-10,16, 
17 

6,11 



1,2,17 



m 



Further documents are listed in the continuation of box C. 



Patent family members are listed in annex. 



" Special categories of cited documents : 

"A" document defining the general state of the art which is not 

considered to be of particular relevance 
"E" earlier document but published on or after the international 

filing date 

"L" document which may throw doubts on priority claim(s) or 
which is cited to establish the publication date of another 
citation or other special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or 
other means 

"P" document published prior to the international filing date but 
later than the priority date claimed 



'T" later document published after the international filing date 
or priority dale and not in conflict with the application but 
cited to understarxi the principle or theory undertying the 
Invention 

"X" document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

"Y" document of particular relevance; the claimed invention 

cannot be considered to involve an inventive step when the 
document Is connbined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art. 

"&" document member of the same patent family 



Date of the actual completion of the international search 



31 May 1999 



Date of mailing of the international search report 



07/06/1999 



Name and mailing address of the ISA 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nt, 
Fax: (+31-70) 340-3016 



Authorized officer 



Raeymaekers , P 



Form PCT/ISA/210 (second sheet) (July 1992) 



page 1 of 2 



INTERNATIONAL SEARCH REPORT 


International Application No 

PCT/IB 99/00461 


C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT 


Category ° 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


A 


MOHAMMED I ET AL: "DESIGN FOR DYNAMIC 
USER-ROLE-BASED SECURITY" 
COMPUTERS & SECURITY INTERNATIONAL JOURNAL 
DEVOTED TO THE STUDY OF TECHNICAL AND 
FINANCIAL ASPECTS OF COMPUTER SECURITY, 
vol. 13, no. 8, 1 January 1994, pages 
661-671, XP000481481 
see the whole document 




1-10,16, 
17 


Y 
A 


WO 97 41541 A (VERIFONE INC ;WILLIAMS 

HUMPHREY (US); HUGHES KEVIN (US); PARMAR 

BI) 6 November 1997 

see page 11, line 1 - line 5 

see page 11, line 25 - page 12, line 5 

see page 23, line 1 - line 5 




11 

12-15 



1 



Form PCT/ISA/210 (continuation of second sheet) (July 1992) 



page 2 of 2 



• 


INTERNATIONAL SEARCH REPORT 

Information on patent f amUy members 


International Application No 

PCT/IB 99/00461 




Patent document 
cited in search report 


Publication 
date 


Patent family 
member(s) 


Publication 
date 



US 


4858117 


A 


AN 


611468 


B 


AU 


2052288 


A 


CA 


1315007 


A 


CN 


1033119 


A B 


DE 


3889816 


D 


OF 


3889816 


T 


DK 


439088 


A 


FS 


2053640 


T 


FT 


883566 


A 


jp 


1099147 


A 


jp 


1865197 


C 


KR 


9403325 


B 


MX 


166611 


B 


NO 


174528 


B 


YU 


151988 


A 



EP 0306702 



15-03-1989 



15-08- 
13-06- 
09-02- 

23- 03- 

24- 05- 

07- 07- 

19- 01- 

08- 02- 
01-08- 
08-02- 
18-04- 
26-08- 

20- 04- 

21- 01- 
07-02- 
31-08- 



1989 
1991 
1989 
1993 
1989 
1994 
1995 
1989 
1994 
1989 
1989 
1994 
1994 
1993 
1994 
1991 



EP 0435370 A 03-07-1991 US 5005084 A 02-04-1991 

DE 69007600 D 28-04-1994 

DE 69007600 T 22-09-1994 

JP 5014757 A 22-01-1993 



WO 


9744943 


A 


27- 


■11-1997 


FI 


964200 


A 


22-11-1997 












AU 


2900297 


A 


09-12-1997 












EP 


0895687 


A 


10-02-1997 


EP 


0059293 


A 


08- 


■09-1982 


BR 


8200851 


A 


28-12-1982 












CA 


1172381 


A 


07-08-1984 












JP 


57150044 


A 


16-09-1982 



WO 9741541 A 06-11-1997 AU 2811897 A 19-11-1997 



Foim PCT/ISA/21 0 (patent family annex) (July 1992) 



Fax en is par : 33 1 71715282 
Fax poifU de : BZU 7830 OBfSl 



CANAL+ TECHNOLOGIES ^J^^-fBI^BB 



12:17 



Far : 2/8 



'Uff^NATlONAL PREUMINARV EXAMININO AUTHORfTY 



To: 



COZENS. Paul Ootiifi 
MATHY8& SQUIRE 
lOOGra/amnRoad 
London WC1X8AL 
GRANDE BRETAGNE 



MATHYS a SQjific 



2 S'iJn 2C00 
EPLY DATE W 



PD(VABn0485 



PCT 



ISIOnHOATTON OF TFtANSMITTAL OF 
THE II^HNATTONAL PHaJMlNARY 
EXAMINATION REPORT 
(PCT Rule 71.1) 



BypORTAKTWmnCATOK 



PCT/1098/00461 



l ii l M ii afcMMl Bb^ date ^a M iw'W^ 
08/03/1989 



OB/03/1d88 



AppScant 

CANAU SOCIETE ANONYME et al. 



1. ^^»6«pplicirtteherebynotl«8dth«1hlslntelT^^ 
ifSSonal Fenmlnaly ocaiTrfn*^ 



2. AQopyOf1ti«wponandH8anrwxw,lfany.l»balr«tran«min8dtolhe!n^^ 
' toalitieolacndOtfloBS. 

3. vwiare required by any of the o1wttdOIB08s,th«lntenia^ 

T^pan (but not of any anrtexat) and will tintmlt such tranalaiion to those OfBoea. 

4. REMNDER 

Ttie aDoBoant must antar the national phase befoie «aoh sleoiad OfBee by pwformlng certain C3>f«_, . 
IrandaSoTO and payltw national faaa) within OT 

38(1)) (8oe also the reminder aent by the Int^mattenal Buwtu *fflh Fomi PCT/lB«oi). 
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IKTeRNATIONAL PRELIMINARY intemaiionai application Nq. PCT/IB99/00461 
EXAMINATION REPORT - SEPARATE SHEET 

1 . -me following documsnts dted In tha International searoh report are mentioned In 
thie report: 

D1 : WO 37 44943 A (TELECOM FINLAND OY) ZT November 1 997 
D2: EP-A-0 435 370 (PHILIPS NV) 3 July 1991 



Article 6, POT 

2. The temi "termlnar thnughout the claims is vague and Indefinite. Without any 
further definitions it impOes a sort of computer tarmlnal where a user can directly 
manipulate (e.g. edit) the audiovisual or multimedia data. For such an 
interpretation, the basis in the appliGation as filed is mlaslnfl. 

AccoitOng to the desoipfion a set top box for a TV is meant here. 

Thus, a tenninar is interpreted to be an apparatus Including data processing 
possiknliUes. 

a An examination of Independent claims 1 8, 1 9 is not pofl8lt}le dnoe the oialme do 
not deflrte their scope m apparatus or method features but refer vaguely to the 
w^le descripGon. 

4. The following expressions in the dependent claims are unclear: 

. "priority data' (olaim 8); the use of priority data requires that two or more users 
access the tennlnal at the same tima This Is not defined In the elalma 

- 'data iBlatIng to the attributes of Infbnnatlon'' (claim 7); it remains fully obscure 
what is meant here- 



For these reasons claims 1>19 do not meet the requirements following from Artide 6 
per. 



Focm PCT/Sapar^ SMQIMM (SIMM 1} (EPMpri 1987) 
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IMTEHMATlONALPliEUmNARY Intematlooal appBoafo" No. PCT/IBd9«)0461 
EXAMINATION REPORT • SEPARATB SHEET 

Article 33, PCT 

5. a. Document D1 (see pag«t 6 and 8) discloses a system for managing subscriber 

related oervicfta within a telecommunication netoworlc In detail a Windows 95 
PC (page 6 middle paragraph) Is connected to an Internet server (page 5 1st 
paragraph: graphic presentaliona on a WWW page are multimedia data). The 
PC contains 5ul)sciH)er ideniification means and subsorlber related data (B.g. 
which services are available for him) are stored (on the sender) and the logged 
on subscriber can sea and work with the mulUmedia content of the Internet 
In addition Windows 9S Itself has a user management function to store user 
defined desktop layouts, drwer instaMaMons ... locally on the "tenninal' (wherein 
the whole Windows 95 PC is regarded as termlnaO* 

b. Document 02 (see abstract and cols. 1-8) disdosea a television system with 
several remote controls of different complexHy. The TV set whioh contains a 
micfoprocessor and memory Is interpreted as a temilnal" (in the general sanea 
or the sense of the appHcalion) and processes audio visual or multimedia data. 
The television stores fbrcfifferent users preterenoes (channel rings, picture 
settings) and can identify different users by the remote controla (and switch 
setting of it) used (thus, the user piefefences are stored In dependence upon 
the wireless connected device [remote control]). 

c. Theieforw the 8ut>jeol matter of claims 1 -17, as far as they can at present be 
understood, Is known from D1 or D2. In this respect it is to be noted that the 
features of dependent claims 1 1-15 are considered to be implIcJtly disclosed by 
the Windows 96 PC of D1 . 

Consequently, claims 1-17 do not meet the requirements following from Artiole 33(2) 
PCT because they lack novelty. 

Misoellaneous 

6. Oontiaiy to ths requlremente of Rule 6.1 (a)(ll) PC3T, the relevant background ait 
dsclosed in the documents D1 and D2 la not mentioned in the cfescription, nor are 
these documents identified therein. 
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1 . This written opinion is the first drawn up by this International Preliminary Examining Authority. 

2. This opinion contains indications relating to the following items: 

I H Basis of the opinion 



Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

Certain document cited 

Certain defects In the international application 

Certain observations on the international application 

3. The applicant is hereby invited to reply to this opinion. 

When? See the time limit indicated above. The applicant may, before the expiration of that time limit 
request this Authority to grant an extension, see Rule 66.2(d). 

How? By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3. 

For the form and the language of the amendments, see Rules 66.8 and 66.9. 

Also: For an additional opportunity to submit amendments, see Rule 66.4. 

For the examiner's obligation to consider amendments and/or arguments, see Rule 66.4 bis. 
For an informal communication with the examiner, see Rule 66.6. 

II no reply is filed, the international preliminary examination report will be established on the basis of this opinion. 

4. The final date by which the international preliminary 

examination report must be established according to Rule 69.2 is: 06/07/2000. 



II 
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III 




IV 
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V 




VI 
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VII 




VIII 





Name and mailing address of the international 
preliminary examining authority: 
European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - 0 Tx: 523656 epmu d 

Fax: +49 89 2399 - 4465 



Authorized officer / Examiner 
Hay bach, R 



Formalities officer (incl. extension of time limits) 
Eriksson, I 

Telephone No. +49 89 2399 2432 
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WRITTEN OPINION 



International application No. PCT/IB99/00461 



I. Basis of the opinion 

1 . This opinion has been drawn on the basis of {substitute sheets which have been furnished to the receiving Office 
in response to an invitation under Article 14 are referred to in this opinion as "originally filed".): 

Description, pages: 

1-17 as originally filed 

Claims, No.: 

1-19 as originally filed 

Drawings, sheets: 

1 -6 as originally filed 



2. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 

3. This opinion has been established as it (some of) the amendments had not been made, since they have 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 



4. Additional observations, if necessary: 



III. Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non-obvious), 
or to be industrially applicable have not been and will not be examined in respect of: 

□ the entire international application, 

H claims Nos.' 18,1 9, 



because: 

□ the said international application, or the said claims Nos. relate to the following subject matter which 
not require an international preliminary examination {specify): 
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WRITTEN OPINION 



International application No. PCT/IB99/00461 



H the description, claims or drawings {indicate particular elements belov\^ or said claims Nos. are so unclear 
that no meaningful opinion could be formed {specify): 

see separate sheet 

□ the claims, or said claims Nos. are so inadequately supported by the description that no meaningful opinion 
could be formed. 

□ no international search report has been established for the said claims Nos. . 

V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Claims 1 -1 7 NO 

Inventive step (IS) Claims 

Industrial applicability (lA) Claims 1-17 YES 

2. Citations and explanations 
see separate sheet 

VII. Certain defects in the international application 

The following defects in the form or contents of the intemational application have been noted: 
see separate sheet 

VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 

see separate sheet 
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Article 6, POT 

2. The term "terminal" throughout the claims is vague and indefinite. Without any 
further definitions it implies a sort of computer terminal where a user can directly 
manipulate (e.g. edit) the audiovisual or multimedia data. For such an 
interpretation, the basis in the application as filed is missing. 

According to the description a set top box for a TV is meant here. 

Thus, a "terminal" is interpreted to be an apparatus including data processing 
possibilities. 

3. An examination of independent claims 18, 19 is not possible since the claims do 
not define their scope in apparatus or method features but refer vaguely to the 
whole description. 

4. The following expressions in the dependent claims are unclear: 

- "priority data" (claim 6); the use of priority data requires that two or more users 
access the terminal at the same time. This is not defined in the claims. 

- "data relating to the attributes of information" (claim 7); it remains fully obscure 
what is meant here. 

For these reasons claims 1-19 do not meet the requirements following from Article 6 
POT. 
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Article 33, PCT 

5. a. Document D1 (see pages 5 and 6) discloses a system for managing subscriber 

related services within a telecommunication network. In detail a Windows 95 
PC (page 6 middle paragraph) is connected to an Internet server (page 5 1st 
paragraph: graphic presentations on a WWW page are multimedia data). The 
PC contains subscriber identification means and subscriber related data (e.g. 
which services are available for him) are stored (on the server) and the logged 
on subscriber can see and work with the multimedia content of the Internet. 
In addition Windows 95 itself has a user management function to store user 
defined desktop layouts, driver installations ... locally on the "terminal" (wherein 
the whole Windows 95 PC is regarded as terminal). 

b. Document D2 (see abstract and cols. 1-6) discloses a television system with 
several remote controls of different complexity. The TV set which contains a 
microprocessor and memory is interpreted as a "terminal" (in the general sense 
or the sense of the application) and processes audio visual or multimedia data. 
The television stores for different users preferences (channel rings, picture 
settings) and can identify different users by the remote controls (and switch 
setting of it) used (thus, the user preferences are stored in dependence upon 
the wireless connected device [remote control]). 

c. Therefore the subject matter of claims 1-17, as far as they can at present be 
understood, is known from D1 or D2. In this respect it Is to be noted that the 
features of dependent claims 11-15 are considered to be implicitly disclosed by 
the Windows 95 PC of D1 . 

Consequently, claims 1-17 do not meet the requirements following from Article 
33(2) PCT. 

Miscellaneous 

6. Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background art 
disclosed in the documents D1 and D2 is not mentioned in the description, nor are 
these documents identified therein. 
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H claims Nos. 18.19. 

because: 



Form PCT/tPEA/409 (Boxes l-VIII. Sheet 1 ) (January 1994) 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/IB99/00461 



□ the said international application, or the said claims Nos. relate to the following subject matter which does 
not require an international preliminary examination {specif}^: 

H the description, claims or drawings (indicate particular elements belov\/) or said claims Nos. are so unclear 
that no meaningful opinion could be formed (specify): 

see separate sheet 

□ the claims, or said claims Nos. are so inadequately supported by the description that no meaningful opinion 
could be formed. 

□ no international search report has been established for the said claims Nos. . 

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 

1. Statement 



Novelty (N) 


Yes: 


Claims 








No: 


Claims 


1 


-17 


Inventive step (IS) 


Yes: 


Claims 








No: 


Claims 


1 


-17 


Industrial applicability (lA) 
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2. Citations and explanations 
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The following defects in the form or contents of the international application have been noted: 
see separate sheet 



Form PCT/IPEA/409 (Boxes l-VIII, Sheet 2) (January 1994) 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/IB99/00461 



Vlli. Certain observations on the international application 

The following obsen/ations on the clarity of the claims, description, and drawings or on the question whether 
claims are fully supported by the description, are made: 

see separate sheet 
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D2: EP-A-0 435 370 (PHILIPS NV) 3 July 1991 

Article 6, POT 

2. The term "terminal" throughout the claims is vague and indefinite. Without any 
further definitions it implies a sort of computer terminal where a user can directly 
manipulate (e.g. edit) the audiovisual or multimedia data. For such an 
interpretation, the basis in the application as filed is missing. 

According to the description a set top box for a TV is meant here. 

Thus, a "terminal" is interpreted to be an apparatus including data processing 
possibilities. 

3. An examination of independent claims 1 8, 1 9 is not possible since the claims do 
not define their scope in apparatus or method features but refer vaguely to the 
whole description. 

4. The following expressions in the dependent claims are unclear: 

- "priority data" (claim 6); the use of priority data requires that two or more users 
access the terminal at the same time. This is not defined in the claims. 

- "data relating to the attributes of information" (claim 7); it remains fully obscure 
what is meant here. 

For these reasons claims 1-19 do not meet the requirements following from Article 6 
PCT. 
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Article 33, PCT 

5. a. Document D1 (see pages 5 and 6) discloses a system for managing subscriber 
related services within a telecommunication network. In detail a Windows 95 
PC (page 6 middle paragraph) is connected to an Internet server (page 5 1st 
paragraph: graphic presentations on a WWW page are multimedia data). The 
PC contains subscriber identification means and subscriber related data (e.g. 
which services are available for him) are stored (on the server) and the logged 
on subscriber can see and work with the multimedia content of the Internet. 
In addition Windows 95 itself has a user management function to store user 
defined desktop layouts, driver installations ... locally on the "terminal" (wherein 
the whole Windows 95 PC is regarded as terminal). 

b. Document D2 (see abstract and cols. 1-6) discloses a television system with 
several remote controls of different complexity. The TV set which contains a 
microprocessor and memory is interpreted as a "terminal" (in the general sense 
or the sense of the application) and processes audio visual or multimedia data. 
The television stores for different users preferences (channel rings, picture 
settings) and can identify different users by the remote controls (and switch 
setting of it) used (thus, the user preferences are stored in dependence upon 
the wireless connected device [remote control]). 

c. Therefore the subject matter of claims 1-17, as far as they can at present be 
understood, is known from D1 or D2. In this respect it is to be noted that the 
features of dependent claims 1 1-15 are considered to be implicitly disclosed by 
the Windows 95 PC of D1 . 

Consequently, claims 1-17 do not meet the requirements following from Article 33(2) 
PCT because they lack novelty. 

Miscellaneous 

6. Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background art 
disclosed in the documents D1 and D2 is not mentioned in the description, nor are 
these documents identified therein. 
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MULTIMEDIA TERMINAL ADAPTED FOR MULTIPLE USERS ' 

The present invention relates to a terminal for processing digital audio-visual or multimedia data. 

Terminals of this kind are well-known in the field of pay TV systems, where a decoder or set-top-box 
receives broadcast digital multimedia data, including audiovisual program information, as well as data 
for generating on-screen menus, data for implementing gaming or shopping applications etc. 
Depending on the system, the data may be broadcast in scrambled or clear form. 

Prior to the introduction of digital technology, decoders were connected to a limited number of devices, 
usually only an associated television display or. at maximum, a television display and a VHS recorder. 
The advent of digital technology has led to an explosion in the number of devices that may be 
connected to the decoder as well as the functionalities of the decoder. For example, in addition to a 
Peritel analogue output to a TV and VHS device, the decoder may also include a connection via a 
digital bus, such as the IEEE 1394 bus, to other digital devices such as a DVD recorder, a PC etc. 



As a complement to the increase in the number of extemal devices that may be connected to the 
decoder, there has been an increase in the number of modes of operation of a device. For example, 
in the standard set up of decoder and television, the decoder may be used either to simply supply 
television broadcast information, or to provide a connection to the internet. 

In evolving away from the traditional analogue system, the architecture of presently known digital 
decoders has nevertheless tended to follow the preconceptions guiding their design. In particular, the 
architecture of standard decoders does not accurately reflect the role of a terminal in routing data 
between many external devices in parallel, the modes of operation of the decoder and the number of 
users of the system that may exist. 



According to the present invention, there is provided a terminal for processing digital audio-visual or 
multimedia data including a data processing system and a memory, characterised in that the data 
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processing system stores in the memory user profile data relating to the characteristics or preferences 
of a plurality of types of user of the terminal. 

The definition of a user profile enables the processing system to flexibly treat and handle a number of 
users of the terminal. As will be appreciated, whilst a user profile may be associated with the 
connection of an external device or the personal identity of the operator accessing the terminal it is 
preferably associated with a mode of operation, for example, internet mode or television mode. 

A user profile may also further be personalised for one or more operators. For example, after defining 
a user profile for the internet mode of operation of the terminal, it may be possible to define a first 
internet operator having certain rights and a second operator having other rights. 

Advantageously, the user profile data includes resource data indicating the resources within the 
terminal accessible by each user, in the case of a decoder temninal. these resources may include 
rights of access to the demultiplexer to determine the data downloaded from the broadcast data 
stream etc. 

Further advantageously, the user profile data includes priority data indicating the priorrty of each user 
in respect of access to one or more resources of the terminal. For example, for a decoder terminal, 
the user profile data may include a priority level indicating the priority of a particular user in accessing 
the demultiplexer. Conflicting channel demands between, for example, a TV device user and a 
recorder device user can thereafter be resolved by a management application based on this 
information. 

In addition to resource data indicating the terminal resources available to a given device, the user 
profile data may further comprise data relating to the attributes of information to be supplied to each 
user. These attributes may include, for example, an indication of the language to be used in all 
graphical interface displays for that user. 



wo 99/45709 



3 



PCT/IB99/00461 



In addition, the user profile data may further include data relating to the actions permitted by each 
user, such as whether a given user may change the demux channel etc. Although closely related to 
the resource data described above, this data may be used to define the parameters of the operations 
permitted by each device having access to a given resource. 

5 

Preferably, some or all of the characteristics or preferences of the user profile data may be modified 
during normal operation of the terminal by an operator. For example, the relative priority values of 
each user in accessing data may be modified by a viewer to give a VHS recorder output priority over a 
television output, or an internet connection priority over the television etc. In addition, or alternatively, 
10 some or ail of the user profile data may be predetermined by the data processing system of the 
terminal. 

The present invention is particularly adaptable to a terminal comprising a data processing system 
comprising, inter alia, a virtual machine and an object oriented application interface layer comprising a 
1 5 plurality of class libraries. 

In particular, the application interface layer may comprise one or more class libraries defining the 
operation of the virtual machine with respect to user profile data. These classes may include, for 
example, a class library dedicated to management of user profile data in the memory cache of the 
20 terminal. Equally, the classes may include one or more user profile class libraries to define the 

characteristics of the data to be stored in the user profiles. For example, a method class may be used 
to define the attributes of the preferred language to be stored in the user profile. 

The behaviour of classes within the application interface layer will depend on the language chosen. In 
25 the case of an application interface written in Java, for example, a single inheritance structure may 
apply between a class and its subclasses. 

In one embodiment, the user profile classes may include a generic class library associated with the 
definition of generic characteristics of user profile data, and one or more sub-class libraries associated 
30 with the definitions of characteristics associated with a specific user profile. 



wo 99/45709 



4 



PCT/IB99/00461 



The present invention is particularly applicable to a terminal in the form of a decoder adapted to 
receive data transmissions in a digital transmission system. 

5 The present invention may equally extend to a method of operation of a terminal. 

The term "decoder" may describe a receiver for receiving either encoded or non-encoded signals, for 
example, television and/or radio signals. Embodiments of such a decoder may include a decoder integral 
with the receiver for decoding the received signals, for example, in a "set-top box", such a decoder 
10 functioning in combination with a physically separate receiver, or a decoder integrated with additional 
elements, such as a web browser or a video recorder or a television. 

As used herein, the temn "digital transmission system" includes any transmission system for transmitting 
or broadcasting for example primarily audiovisual or multimedia digital data. Whilst the present invention 
15 is particularly applicable to a broadcast digital television system, the invention may also be applicable to a 
fixed telecommunications network for multimedia internet applications, to a closed circuit television, and 
so on. 

There will now be described, by way of example only, a preferred embodiment of the invention in 
20 which: 

Figure 1 shows a digital television system including a multimedia terminal in the fomn of a decoder; 
Figure 2 shows the physical elements of the decoder of Figure 1; 

25 

Figure 3 shows the software architecture of the data processing system within the decoder; 
Figure 4 shows the structure of the virtual machine used in the data processing system of Figure 3; 
30 Figure 5 shows a set of predetermined user profiles to be defined in this embodiment of the invention; 
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Figure 6 shows the elements of user profile data stored in the decoder memory for each of the user 
profiles of Figure 5; and 

Figure 7 shows the structure of class libraries within the application interface layer of the software 
architecture to be used in the definition of the user profiles. 

An overview of a digital television system 1 according to the present invention is shown in Figure 1, The 
invention includes a mostly conventional digital television system 2 that uses the known MPEG-2 
compression system to transmit compressed digital signals. In more detail, MPEG-2 compressor 3 in a 
broadcast centre receives a digital signal stream (typically a stream of video signals). The compressor 3 is 
connected to a multiplexer and scrambler 4 by linkage 5. 

The multiplexer 4 receives a plurality of further input signals, assembles the transport stream and 
transmits compressed digital signals to a transmitter 6 of the broadcast centre via linkage 7, which can 
of course take a wide variety of forms including telecommunications links. The transmitter 6 transmits 
electromagnetic signals via uplink 8 towards a satellite transponder 9, where they are electronically 
processed and broadcast via notional downlink 10 to earth receiver 12. conventionally in the form of a 
dish owned or rented by the end user. The signals received by receiver 12 are transmitted to an 
integrated receiver/decoder 13 owned or rented by the end user and connected to the end user's 
television set 14. The receiver/decoder 13 decodes the compressed MPEG-2 signal into a television 
signal for the television set 1 4. 

Other transport channels for transmission of the data are of course possible, such as terrestrial 
broadcast, cable transmission, combined satellite/cable links, telephone networks etc. 

In a multichannel system, the multiplexer 4 handles audio and video information received from a 
number of parallel sources and interacts with the transmitter 6 to broadcast the information along a 
corresponding number of channels. In addition to audiovisual information, messages or applications 
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or any other sort of digital data may be introduced in some or all of these channels interlaced with the 
transmitted digital audio and video information. 

A conditional access system 15 is connected to the multiplexer 4 and the receiver/decoder 13. and is 
5 located partly in the broadcast centre and partly in the decoder. It enables the end user to access 
digital television broadcasts from one or more broadcast suppliers. A smartcard, capable of 
deciphering messages relating to commercial offers (that is, one or several television programmes 
sold by the broadcast supplier), can be inserted into the receiver/decoder 13. Using the decoder 13 
and smartcard. the end user may purchase commercial offers in either a subscription mode or a 
10 pay-per-view mode. In practice, the decoder may be configured to handle multiple access control 
systems, e.g. of the Simulcrypt or Multicrypt design. 

As mentioned above, programmes transmitted by the system are scrambled at the multiplexer 4. the 
conditions and encryption keys applied to a given transmission being determined by the access 
15 control system 1 5. Transmission of scrambled data in this way is well known in the field of pay TV 

systems. Typically, scrambled data is transmitted together with a control word for descrambling of the 
data, the control word itself being encrypted by a so-called exploitation key and transmitted in 
encrypted form. 

20 The scrambled data and encrypted control word are then received by the decoder 13 having access to 
an equivalent of the exploitation key stored on a smart card inserted in the decoder to decrypt the 
encrypted control word and thereafter descramble the transmitted data. A paid-up subscriber will 
receive, for example, in a broadcast monthly ECM (Entitlement Control Message) the exploitation key 
necessary to decrypt the encrypted control word so as to permit viewing of the transmission, 

25 

An interactive system 16. also connected to the multiplexer 4 and the receiver/decoder 13 and again 
located partly in the broadcast centre and partly in the decoder, enables the end user to interact with 
various applications via a modem back channel 17. The modem back channel may also be used for 
communications used in the conditional access system 15. An interactive system may be used, for 
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example, to enable the viewer to communicate immediately with the transmission centre to demand 
authorisation to watch a particular event, download an application etc. 

Referring to Figure 2, the physical elements of the receiver/decoder 13 or set-top box adapted to be 
used in the present invention will now be described. The elements shown in this figure will be 
described in terms of functional blocks. 

The decoder 13 comprises a central processor 20 including associated memory elements and 
adapted to receive input data from a serial interface 21 , a parallel interface 22, and a modem 23 
(connected to the nnodem back channel 17 of Fig 1 ). 

The decoder is additionally adapted to receive inputs from an infra-red remote control 25 via a control 
unit 26 and from switch contacts 24 on the front panel of the decoder. The decoder also possesses 
two smartcard readers 27. 28 adapted to read bank or subscription smartcards 29. 30 respectively. 
Input may also be received via an infra-red keyboard (not shown). The subscription smartcard reader 
28 engages with an inserted subscription card 30 and with a conditional access unit 29 to supply the 
necessary control word to a demultiplexer/descrambler 30 to enable the encrypted broadcast signal to 
be descrambled. The decoder also includes a conventional tuner 31 and demodulator 32 to receive 
and demodulate the satellite transmission before being filtered and demultiplexed by the unit 30. 

Processing of data within the decoder is generally handled by the central processor 20. The software 
architecture of the central processor corresponds to a virtual machine interacting with a lower level 
operating system implemented in the hardware components of the decoder. 

DECODER SYSTEM ARCHfTECTURE 

Turning now to the architecture of the system within the receiver/decoder shown in Figure 3, it will be seen 
that a layered architecture is used. The first layer 41 represents the operating system of the hardware of 
the receiver/decoder. This is a real-time operating system chosen by the manufacturer to control the 
hardware elements of the receiver/decoder. The real-time operating system has a relatively fast response 



wo 99/45709 



8 



PCT/IB99/00461 



time in order to be able to correctly synchronise hardware operations. Event messages are passed 
between this layer and the middleware layer 42 immediately above. 

The data processing system stts on top of the hardware operating system and comprises a middleware 
5 layer 42 and an application interface layer 43. 

The middleware layer 42 is written in a language such as C ANSI and comprises the elements of a virtual 
machine 44 and a number of interfaces 45 including a graphical interface 46. a FLASH/PROM memory 
Interface 47, a protocol interface 48 and a device interface 49. 

10 

The present invention uses a virtual machine in order to provide independence between upper level 
applications and the lower level operating system implemented by the set top box manufacturer. The 
interfaces 45 provide the link between operations of the virtual machine and the lower level operating 
system 41 and also include a number of intemiediate level application modules more easily executed at 
1 5 this level. 

The application interface (API) layer 43 comprises a number of high level packages 50-55, written in an 
object-oriented interpretative language, such as Java. These packages provide an interface between the 
applications created by the service provider (interactive program guide, teleshopping, intemet browser 
20 etc) and the virtual machine of the system. Examples of such applications are given below. 

The lower level OS is normally embedded in the hardware components of the decoder, although in some 
realisations, the lower level OS can be downloaded. The middleware and application interface layer 
packages can be downloaded into the RAM or FLASH memory of the decoder from a broadcast 
25 ' transmission. Alternatively, some or all of the middleware or application interface layer elements can be 
stored in the ROM or (if present) FLASH memory of the decoder. The decoder may even include a hard 
disc or DVD drive for memory storage purposes. As will be understood, the physical organisation of the 
memory elements of the decoder is distinct from the logical organisation of the memory. 
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APPLICATION INTERFACE LAYER 

Referring to the application interface layer 43 shown in Figure 3, and as described above, the packages in 
this layer are written with an object oriented language such as Java. Each package defines a set of class 
5 libraries called on during operation of the system. In the present system the following packages are 
installed, 

Lang/util Package 50. This package defines the classes necessary for the manipulation of objects by the 
virtual machine. These class libraries normally form part of a standard library associated with the object 
1 0 oriented language chosen. 

MHEG-5 Package 51. This package defines the classes associated with the manipulation of graphical 
objects on the television display. Such objects are distinct from audio-visual data and can make up, for 
example, channel identifiers or text laid over displayed images. The definition of classes within this 
1 5 package should respect the MHEG-5 norms defined by the standards ETS 300777-3 and ISO/ISE 13522- 
5 (and the standard ISO/ISE 13522-6 in the case of a Java implemented system). 

TooltMDX Package 52. This package contains the classes used for downloading and decompression of 
information as well as the classes associated with the management of the file system and memory within 
20 the receiver/decoder and the classes associated with the connection to the internet etc. 

Device Package 53. This package defines the classes necessary for management of peripherals 
attached to the receiver/decoder, as discussed above and including the modem, the smart card readers, 
the MPEG flow tuner etc. 

25 

Ser^ce Package 54. This package defines the classes necessary for the implementation of developing 
higher level interactive applications, such as management of credit card data etc. 
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DSMCC-UU Package 55. This package implements the protocols necessary for communication between 
a client and a server for data file search and reading. Implementation of this package should respect the 
norm ISO/1 EC 1 381 8-6 and directives defined in DAVIC part 9. 

5 In normal operation, a further layer of interactive applications^ written by the service provider and 

downloaded during broadcast as in conventional systems, will be laid over the interface packages defined 
above. These applications typically include a general application manager for managing the defined basic 
operations of the decoder, and one or more optional applications adding additional services, in particular, 
a user manager application may be used to manage user priority conflicts, as will be described beiow. 

10 

Depending on the applications to be introduced, some of the above packages may be omitted. For 
example, if the service provider does not intend to provide a common way for data reading, the DSMCC- 
UU package may be left out of the final system. 

15 The packages 43 provide class libraries for an object-oriented programming environment. Their class 
behaviour will depend on the language chosen. In the case of a Java application, for example, a single 
inheritance class structure will be adhered to. 

As will be understood, the grouping of a class or a set of classes in a package is a matter of formalism 
20 with respect to the functionality of a class. Certain classes related to management of peripheral devices 
may be, for example, classified either as belonging to the Device Package 53 or the Service Package 54. 

II^ERFACE LAYER 

25 As shown, the interface layer is composed of four modules, a graphics module 46. a memory file 

management module 46. a protocol module 48 and a device manager 49. Whilst the modules at this level 
are described as interface modules their function is to provide a "glue" layer for the implementation of the 
application interface packages and for the operation of the virtual machine generally. 
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The graphics module 46, for example, provides the creation and management of graphical objects, it 
asks the low level OS to display basic graphic shapes such as single pixels, lines, rectangles etc. The 
implementation of this module depends on the graphics capability of the low level manufacturer's OS. In 
some ways complementary to the MHEG-5 package 51 . these functions may be more efficiently executed 
at this code level than in the high level code chosen for the application layer above. 

In a similar manner, the memory file management module 47 includes low level read/write file commands 
associated with the memory components of the system. Typically, the hardware operating system only 
includes commands necessary to read/write a sector or page within a memory component. As with the 
graphics module 46, this module enables a set of simpler lower level applications to be efficiently 
introduced in the system. 

The protocol management module 48 defines a library of communication protocols that may be called 
upon in communications via, for example, the TCP/IP layer of the decoder. 

The device manager 49 is slightly different from the other modules in this layer in that it provides the link 
or interface between the hardware operating system and the layers above, including the other modules in 
the interface layer and the virtual machine. Commands or event messages that are received/sent to the 
hardware OS from the virtual machine, for example, are necessarily passed by the device manager for 
conversion according to the interface specifications between the two levels. 

VIRTUAL MACHINE DESCRIPTION 

Referring now to Figure 4, the structure of the virtual machine 44 used in the system of the present 
invention will be described. The virtual machine used in the present invention is a pre-emptive multithread 
type machine. The general characteristics of such a machine are known in other contexts and the 
creation of code for implementation of such a machine will be within the scope of one skilled in the art. 

The virtual machine is composed of a number of elements, which interact broadly as shown in Figure 4. 
The scheduler 60, composed of a thread manager service 61 and a monitor manager service 62, forms 
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the heart of the multithread machine. The scheduler 60 orders the execution of threads created by 
applications externally of the virtual machine and those created by the virtual machine itself (e.g. a 
garbage collection thread as discussed below). 

5 The event manager 63 handles an event routing table and the lists of events subscribed to by the threads 
and centralises the dispatch of event treatments. 

The memory manager 64 handles the allocation and disallocation of the memory zones within the system 
memory and also handles the removal from the memory of non-referenced objects (garbage collection). 

10 

The class manager 65 charges the classes of the application code downloaded in a broadcast signal, 
interacting with the security manager 66 to check the integrity of downloaded code and with the file 
manager 68, which implements the applications. 

1 5 The file manager 68 carries out the implementation of the system files and the handles the mechanism of 
downloading of interactive applications and data. 

The security manager 66 handles the level of access permitted to downloaded applications, some 
applications having the ability to carry out more operations than others in relation to the file system. 

20 

The interpreter 67 comprising a bytecode interpretation service 69 and a "m-code" interpretation service 
70 handles the interpretation of applications written in these two codes, bytecode being associated with 
Java applications and m-code being the name given to a proprietary code developed by the applicants. 

25 USER PROFILES 

The increasing hardware processing power available in decoders has led to the increasing use of 
decoders in the routing of information between a number of potential users of the system. For example, a 
single IRD can serve as the input point for a broadcast MPEG stream, this stream being processed and 
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diverted to one or more connected television displays, an analogue VHS recorder connected via a Peritel 
link, a PC or DVD device connected via an IEEE 1394 bus etc. 

An idea central to the present embodiment is the definition of a number of "users" of the decoder, each 
5 user having a certain characteristic profile. For example, a high level application may define a number of 
user profiles for a television viewer, a VHS recorder, a person directly using the decoder to access to the 
internet, a person using the decoder to route information to a PC etc. Figure 5 shows an example of a set 
of typical user profiles. This list may be expanded to include, for example, a DVD device connected to the 
decoder etc. 

10 

A user profile may be defined in relation to an external device connected to terminal, for example the 
connection television, where the terminal simply supplies audiovisual data to the television display. 
The user profile may also be defined in relation to the actual identity of one or more physical persons 
or "operators" accessing the terminal. 

15 

In the present case, however, a user profile is defined in relation to a mode of operation of the device, 
such as its operation in an internet mode. Each user profile defined for one set up or mode of 
operation may be personalised for the different persons using the decoder terminal. For example, one 
person may have different viewing preferences from another, or may be prohibited from watching 
20 certain channels. The information regarding the preferences of each person is stored within the user 
profile for that mode of operation. 

Each user profile will have a unique and characteristic user ID and one or more priority values detemnining 
the priority of this user in obtaining one or more decoder resources. In this case, the temn "resources" 
25 refers to a functionality of the decoder such as access to the demultiplexer to download selected data. 
The high level application manager defines and stores the characteristics of these profiles and handles 
the sharing of resources and user conflicts with reference to the user priority. 

For example, a user manager may give priority to a user "RECORDER" for example, such that a demand 
30 by this user to use a given resource will take priority over a demand by the user "VIEWER" to use that 
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resource. In particular, the user "RECORDER" may have preference over the user "VIEWER" as far as 
choice of demux channel is concerned. In this way. the application prevents a change channel signal 
received from a viewer from taking priority over the channel chosen by someone wishing to record a 
program being transmitted at the same time. 

5 

In this example, where a single priority value is assigned to each user, the user "RECORDER" will always 
take priority over "VIEWER" for access to any resource. Alternatively, multiple priority values may be 
assigned, such that ^VIEWER" has priority for certain resources. "RECORDER" priority for others etc. 

1 0 The priority evaluation is handled by the user manager and may be interactive, i.e. an operator may 

determine by programming the decoder with the handset whether to give priority to an internet connection 
over television viewing etc. 

Each user profile includes, in addition to the user ID value, a set of preferences stored in a cache memory 
15 in the decoder, for example, in the FU\SH memory of the decoder. These preferences will be called up 
by the application upon at each booting up of the decoder. As shown in Figure 6, user profile data 80 
includes resource data 81 . attribute data 82, and action data 83. 

The resource data 81 includes a list of internal decoder resources that may be accessed by the user. 
20 for example, access to the MPEG tuner and descrambler. As will be understood, a resource in this 
context refers to a logical resource relating to a combination of physical elements associated with a 
demux process, a conditional access system etc. 

Attribute data 82 includes preferred attributes specific to that user, for example, the language (English, 
25 French, German etc.) that will be preferentially used in written displays on the screen, the morality 
level of programmes that can be viewed by the user etc. The action data 83 includes a list of 
permitted actions that may be carried out by that user, including change channel etc. 

The user profile data can include fixed values predetennined by the user manager (for example, all users 
30 are capable of accessing the resources of the tuner, the demultiplexer etc.) as well as values modifiable 
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by and personalised to each operator capable of using the terminal in each operating mode (nnorality level 
of programnnes that may be watched etc.). 

Values modifiable by an operator can include values for each user profile set by an operator at the 
moment of start-up of the decoder as well values set by an operator each time a session is started with a 
particular user profile. 

The definition of multiple user profiles corresponding to modes of operation and including data regarding 
priority to terminal resources for each profile paves the way for parallel processing of such modes by the 
terminal so as to permit, for example, a single terminal to handle and process data for viewing via a 
television at the same time as forwarding different data to be recorded by an associated recording device, 
treated by a PC etc. In such systems the temninal becomes effectively a data hub for a number of 
associated peripheral devices operating in parallel. This sort of operation is particularly well managed by 
a multithread system of the kind shown in relation to Figures 3 and 4, and as will now be described. 

in order to pemnit the creation of a series of user profiles, it is desirable to include within the API layer 
object classes adapted to engage with the virtual machine to achieve this. Referring back to Figure 3. and 
as discussed above, the class libraries defined in the API layer 43 supply the parameters of operation 
within which the higher level applications may operate. In particular, in carrying out certain actions, a high 
level application will include instructions referring to classes of objects defined in this layer. 

Each class will respect the rules of the object oriented programming language chosen for this layer. 
Typical object classes include classes relating to the management of the ports of the decoder, such as the 
credit card interface, as well as other operations such as management of the access control system. A 
number of standard classes in the API layer have been defined by the DAVIC group in relation to, for 
example, access to sections and tables in a downloaded MPEG stream. 

There will now be described, with reference to Figure 7, a structure of classes adapted to provide the 
possibility of defining user preferences for each such user and to facilitate the handling of multiple users 
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by a high level application. The classes that will be described may be included, for example, in the 
Service Package 54 installed in the API layer 43. 

Referring to Figure 7. a class UserCacheManager shown at 90 is used to permit applications to access 
and manage user profile data stored in the memory cache of the system. This class is a static class. As 
with standard object oriented program architectures, the class library includes a list of methods or 
commands such as a method initialiseQ to initialise the memory cache, a method getMaxUserProfiles() to 
know the maximum number of users to be supported by the system, a method getActiveUserlD() to know 
the number of users currently active etc. The class may also be associated with a list of events, signalling 
to the application the occurrence of an event, such as the creation or deletion of a user profile. 

The classes additionally include a class UserProfile shown at 91 . This class is a generic class, adapted to 
permit the creation of a number bf user profiles. The class includes a list of methods such as getUserlD() 
to recover the identity of a user. getPriorityLevel() to recover the priority of access to resources. 
setGeneralAttributeO to set the value of a general attribute etc. The class is also associated with a list of 
events indicating, for example, a change of channel demanded by a user etc. 

These methods are methods which permit an indirect access to methods, thereby avokjing the necessity 
of having a method for each attribute. The number of attributes managed by these methods will depend 
on the choice of the system architect and may evolve with time. 

In practice, the choice and functionality of the number of methods in this and the other classes may also 
be determined at the discretion of the system architect and in dependence on the processing power of the 
hardware, the characteristics of the virtual machine, the number of functionalities the system architect 
wishes to introduce etc. 

As will be described, some of the methods may be inherited by other classes in accordance with the 
principles of the object oriented language chosen for the application interface layer. 
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In particular, the classes ViewerProfile 92, RecorderProfile 93. InternetProfile 94, DataBridgeProfile 95. 
define methods specific to the definition of the user profile VIEWER. RECORDER, INTERNFT, 
DATA_BRIDGE etc. The classes 92 to 95 may include methods inherited from the generic UserProfile 
class 91 . For example, using the command setGeneral Attribute (Attribute, Value of Attribute), the 
5 preferred value of an attribute associated with the user profile in question may be detennined. 

Taking the case of a viewer profile in which the morality level of a viewer is to be defined, the instruction 

setGeneralAttribute {Morality-Levei. 18) 

in the context of programming the profiles for the user VIEWER will set an authorised age limit for this 
user. This value will be defined and called up by a higher level application and can be used to prevent 
access by the user VIEWER to certain demux channels, unless the operator declares his age. For each 
person having access to the decoder in the mode VIEWER, a set of preferences may thus be defined by 
15 instances within the class VIEWER. 

As will be understood, the definition in the API of a number of classes specific to the creation of an 
identified "user" enables the system to easily define a plurality of user profiles for each of these users. The 
provision of a class UserCacheManager permits the handling of cached profile data relating to a user, 
20 whilst the generic classes UserProfile and the sub-classes ViewerProfile, RecorderProfile etc. provide the 
tools necessary for the definition of each user profile. 

The exact composition and definition of the methods and events within these classes is however 
discretionary and it will be within the competence of one skilled in the art to determine the best definition of 
25 such objects in dependence on the characteristics of the chosen virtual machine etc. 
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CLAIMS 

1 . A terminal for processing digital audiovisual or multimedia data Including a data processing system 
and a memory, characterised in that the data processing system stores in the memory user profile data 
relating to the characteristics or preferences of a plurality of types of user of the tenminal. 

2. A terminal as claimed in claim 1 , where the user profile is defined in relation to a mode of operation of 
the temninal. 

3. A terminal as claimed in claim 1 or 2. where the user profile is defined in relation to the connection of 
an external device. 

4. A terminal as claimed in any preceding claim, where a user profile is personalised in relation to the 
identity of the operator. 

5. A terminal as claimed in any preceding claim, where the user profile data includes resource data 
indicating the resources within the tenminal accessible by each user, 

6. A terminal as claimed in claim 5 where the user profile data includes priority data indicating the priority 
of each user in respect of access to one or more resources of the terminal. 

7. A terminal as claimed in any preceding claim where the user profile data comprises data relating to the 
attributes of information to be supplied to each user. 

8. A terminal as claimed in any preceding claim where the user profile data comprises data relating to the 
actions permitted by each user, 

9. A terminal as claimed in any preceding claim where some or all of the characteristics or preferences of 
the user profile data are modifiable during nomial operation of the terminal by an operator. 



wo 99/45709 



PCT/IB99/0046I 



1 0. A terminal as claimed in any preceding claim where some or all of the user profile data is 
predetermined by the data processing system of the terminal. 

11 . A terminal as claimed in any preceding claim where the tenminal comprises a data processing system 
5 comprising, inter alia, a virtual machine and an object oriented application interface layer comprising a 

plurality of class libraries. 

12. A terminal as claimed in claim 11 , in which the application interface layer may comprise one or more 
* class libraries defining the operation of the virtual machine with respect to user profile data. 

10 

13. A terminal as claimed in claim 1 1 or 12, in which the application interface layer comprises a class 
library dedicated to memory management of user profile data in the memory cache of the terminal 

14. A terminal as claimed in any of claims 11 to 1 3 in which the application interface layer comprises one 
1 5 or more user profile class libraries adapted to define the characteristics of the data to be stored in the user 

profiles, 

15. A terminal as claimed in claim 14, in which the user profile class libraries comprise a generic. class 
library associated with the definition of generic characteristics of user profile data, and one or more sub- 

20 class libraries associated with the definitions of characteristics associated with a specific user profile. 

16. A terminal as claimed in any preceding claim comprising a decoder adapted to receive data 
transmissions in a digital transmission system. 

25 17. A method of operation of a terminal for processing digital audio-visual or multimedia data including a 
data processing system and a cache memory characterised by the step of storing in the terminal memory 
user profile relating to the characteristics or preferences of plurality of users of the terminal. 



wo 99/45709 PCT/IB99/0046I 

20 

18. A terminal for processing digital audio-visual or multimedia data substantially as herein 
described. 

19. A method of operation of a terminal for processing digital audio-visual or multimedia data 
substantially as herein described. 
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